NuadopmaninoHHas IaMATKA AJIA O0YJIaIOIIIXCA.

C KaXabIM IrOJIOM MOJIOJIEKHU B HNHTEPpHETE CTAHOBUTBLCA 60)'[]31].[6, a MKOJIbHUKW OAHU M3
CaMbIX AaKTHBHBIX IIOJIb30BaTeJIed PYHeTa. Mexc,uy T€M, IIOMHMO OrPOMHOI0 KOJIM4YECTBa
BOBMO)I(HOCTGI‘/JI, HWHTEPHET HECET U HpO6]IeMbI. dTa maMsTKa AOJI?>KHa IIOMOYb Tebe 6e30MmacHo
HaXOAHUTBCA B CETH.

KoMnboTepHBbIE€ BUPYCHI

Komnvtomepnuwiii 8upyc - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX  ITPOTPaMM,
OTJIMYUTEIbHOU OCOOEHHOCTBhIO KOTOpPOH ABJISIETCA CHOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOJIHEHHE K 3TOMY, BUPYChl MOTYT IOBPEJUTHh WU IOJHOCTHIO YHUUTOXKUTH Bce (paiyibl U
JTaHHBIE, TOJIKOHTPOJIbHBIE I0JIH30BATEJI0, OT UMEHU KOTOPOro ObLiIa 3alyllleHa 3apa’k€HHas
MIpOTpaMMa, a TaKXKe MOBPEAUTh WK JIasKe YHUUTOXKHUTH ONEPAIMOHHYIO CHUCTEMY CO BCEMH
daiiyramu B 11e;10M. B G0JIBIIMHCTBE CITydaeB pacIpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

Memo0dbt 3awumst 0m 8pedoHOCHbBIX NPOSPAMM:

1. Mcrionp3yii coBpeMeHHbIe OIlePAllIOHHBIE CUCTEMbBI, UMEIOIIEe CEPhE3HBIN YPOBEHD 3aIIUTHI
OT BPEZIOHOCHBIX ITPOTPAMM;

2. IlocrosHHO ycraHaBiauBali mautu (uudpPOBBIE 3alIaTKH, KOTOpPble aBTOMATHYECKU
yCTAaHABJIMBAIOTCA C MeJbl0 JOpa0TKM IpOrpaMMbl) U JApyrue OOHOBJIEHUS CBOeH
omnepanuoHHOU cucreMbl. CKaunBai UX TOJBKO ¢ opuImasbHOTOo caita pazpaborunka OC. Eciau
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraif Ha cBoeM KOMIIbIOTEpe IO/, IpaBaMHU IIOJIb30BaTeA, 4 He 3/IMUHUCTPATOPa. DTO HE
MIO3BOJIUT OOJIBIIUHCTBY BPEJOHOCHBIX TPOTPAMM UHCTQJLIMPOBATHCA HA TBOEM IEPCOHATIBHOM
KOMIIBIOTEPE;

4. Vcmonp3y#i aHTUBUPYCHBIE IPOTPAMMHBIE IIPOJYKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuusb pU3UUECKUi JOCTYII K KOMIBIOTEPY /IS IOCTOPOHHUX JIUIT;

6. Vcrnonp3yll BHeNIHUE HOCUTeNW WHQOpMAIUM, Takue Kak duemka, AucK wiu ¢ain us
WHTEPHETA, TOJIPKO U3 MPOdEePEeHHbIX UCTOYHUKOB;

7. He OTKpbIBall KOMIIBIOTEPHBIE (hAMIIBI, TOJTYIEHHbIE U3 HEHAJIEKHBIX UCTOUHUKOB. Jaxe Te
(paiisipl, KOTOpBIE IpUCIIATI TBOU 3HAKOMBIH. JIydllle yTOUHU y HEero, OTIPABJISII JIU OH Tebe UX.

Cetuu WI-FI

Wi-Fi - aTO He BU/ epefaun IaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIb OpeH/I, Mapka. Eie
B 1991 TOZy HUJIepJIaH/CKasA KOoMIIaHUs 3aperucrpupoBaia 6pens; «WECA», uTo o603HaUaI0
coBocoueranue « Wireless Fidelity», koTopbrii mepeBoauTCs Kak «O6ecIpoOBOTHAS TOYHOCTDY.
Jlo Halero BpeMeHU JIolLIa Apyras ab0peBuaTypa, KOTopas sBJseTCs TaKOU jKe TEXHOJIOTHUEN.
Jto abbpepuarypa «Wi-Fi». Takoe Ha3zBaHHe ObBLIO JJAHO C HAMEKOM Ha CTaHAAPT BBHICIIHI
3ByKoBoM TexHUKHU Hi-Fi, UTo B mepeBo/ie 03HaUaeT «BhICOKAsi TOUHOCTb».
Jla, OecriaTHBI WHTEPHET-ZIOCTYII B Kade, OTeNsIX W adspOoIopTax SBJAETCS OTJIUYHOUN
BO3MO>KHOCTBIO BBIXO/Ia B UHTEpHeT. HO MHOTHE 5KCIIepThl CUMTAIOT, YTO 00IIe/IocTyIHble Wi-
Fi ceTu He sABIAOTCS O€30TIaCHBIMU.

Cosemul no 6e3onacHocmu pabome 8 obujedocmynHwvix cemsax Wi-fi:
1. He mepenaBaii cBoro ysimuHyio nHopmamnuo deped obmenocrymabie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeJIbHO He BBOJUTH ITAPOJIH JIOCTYIIA, JIOTHHBI U KaKHUe-TO HOMEpa;
2. Hcmonp3yil U OOHOBJAN aHTUBUPYCHble IporpamMMbl U Opanamayep. Tem caMbIM TbI
obe3omnacuInb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;
3. IIpu ucnonp3zoBanuu Wi-Fi otxkatoun pyHkuo «OOmui 1ocTyn K daiyiaM U TpUHTEpaM ».
JlanHass GyHKIUA 3aKphITa M0 YMOJIYAHUIO, OJHAKO HEKOTOPHIE T0JIb30BATEN AKTUBUPYIOT €€
JUISL yZI0OCTBA MCIOJIb30BaHUS B paboTe Wi yueoe;
4. He ucnonp3yii myommunsiii WI-FI 1 mepezaum JIUYHBIX TaHHBIX, HAIPUMeED JJIsl BBIX0O/Ia B
COLIAJIbHBIE CETHU UJIU B BJIEKTPOHHYIO IIOYUTY;



5. Mmoss3y# Tos1bKO 3ammuinenHoe coequHenune yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-
ajipeca BBOJIM UMeHHO «https://»;

6. B mo6mwibHOM TesmedoHe oTkaoun GyHknuio «Iloaxtouenue k Wi-Fi aBromaruyeckn». He
JOIyCcKall aBTOMaTUYECKOTO MOAK/II0UeHNs yeTporicTBa k ceTaAM Wi-Fi 6e3 TBoero corsacus.

COI.II/IaJII)HI)Ie ceTn

ComuasnpbHble CETH aKTUBHO BXOJAT B HAIy JKU3Hb, MHOTHE JIIOAU PAabOTAIOT W KUBYT TaM
MIOCTOSTHHO, a B Facebook yke 3apervcTpupoBaH MUJLTHAPA YEJIOBEK, UTO SIBJISETCS OHOU
ceIbMOU BCeX JKHUTeJeHd IUIaHeThbl. MHOTHE IO0JIb30BaTeIM He MOHUMAIKT, YTO WHMOpMaImusl,
pasMelleHHasl UMY B COITUAIBHBIX CETSIX, MOJKET OBITh Haii/ieHa U HUCII0JIb30BaHA KEM YTOJHO, B
TOM YHCJIe He 00513aTeJIbHO ¢ OJ1aruMu HaMepPEHUSMH.

OcHogHble cogembl N0 6e30NACHOCMU 8 COUUANbHBIX CeTsX:
1. OrpaHuyYb CIHCOK Jipy3ei. Y Tebs B APYy3bsiX HE JIOJDKHO OBITh CIYYaHBIX U HE3HAKOMBIX
JIIOJIEN;
2. 3amuimiaf CBOIO YacTHYIO KU3Hb. He ykaspiBail maposiu, TejaedoHBI, ajpeca, AaTy TBOETO
POXKIEHUA U APYTYI0 JIMYHYI0 WHGOPMAIUI. 3JIOYMBINUIEHHUKH MOTYT HCIIOJIb30BaTh JaXKe
nHGOPMAaIHIO O TOM, KaK Thl U TBOU POJIUTEIIH IIAHUPYETE ITPOBECTH KAHUKYJIbI;
3. 3amuIinail cBOI0 PEIyTaIuio - JepKU ee B UHCTOTE U 3ajiaBail cebe BOIPOC: XOTesa ObI ThI,
yTOOBI JIpyTHE IOJb30BATEN BUEJH, UYTO THl 3arpykaemb? Ilomymai, mpexkae 4eM UYTO-TO
OIyOJIMKOBATh, HATIUCATH U 3aTPy3UTh;
4. Ecoii THI TOBOPHIIG C JIFOAbMU, KOTOPHIX HE 3HAEIIb, HE WCIIOJIb3YH CBOE pealbHOe UM U
ZIPYTYIO JIMYHYI0 HHGOPMAITUH: UMsI, MECTO JKUTETbCTBA, MECTO YUeObI U ITPOUEE;
5. N3beraii pasmemienus ¢ororpaduii B MHTEpHETE, T/le Thl M300pa’keH HA MECTHOCTH, IO
KOTOPOH MO?KHO OIIPEIETUTH TBOE MECTOIIOJIOKEHHE;
6. Ilpu perucrpanmuu B COIHAJIIBHON CETH HEOOXOAWMO HKCIIOJIb30BaTh CJIOXKHBIE IIApOJIH,
cocrosiue u3 OyKB U U@p U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;
7. JIJIs cOIUaJIbHOU CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCII0JIb30BATh PA3HbIE TTAPOJIH.
Torma ecsim Tebs1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHY IIOJIydaT JOCTYI TOJIBKO K OJTHOMY MECTY, a
He BO BCe cpasy.

AJIEKTPOHHBIE IEHbI'N

dnekmpoHHble 0eHb2U — 3TO O4YeHb YZOOHBIM crocob IIaTexkel, OHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbI€ XOTAT MOJIyYUThb 3TU A€HbTU.
ONeKTPOHHbIE JIEHbI'M IMOABWINCH COBCEM HENABHO M HMEHHO WH3-32 3TOTO BO MHOTHUX
rocyZilapcTBax /1o CUX IIOp He IIPOIKCAaHO PO HUX B 3aKOHAX.
B Poccum xe oHU QYHKIMOHUPYIOT U O HUX Y)Ke IPOIMCAHO B 3aKOHe, I/ UX Pa3AesdioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE 1 He aHOHUMHBIE. Pa3HuIa B TOM, UTO aHOHHUMHBIE - 3TO Te, B
KOTOPBIX paspellaeTcsi IPOBOAUTH omepanuu 0e3 wuAeHTUDUKAIUU I[0Jb30BaTesA, a B
HEaHOHUMHBIX UIeHTU(UKAIINY IT0JIb30BaTeIA ABJIsAETCA 00A3aTETbHOM.
Taxoke ciieflyeT pasjindaTh 3JeKTPOHHble ¢uaTHble JeHbI'U (PaBHBI TOCYAAPCTBEHHBIM
BJIIOTaM) U JIEKTPOHHBIE HedHaTHbIE IeHbI'N (He PABHBI FOCYAAPCTBEHHBIM BAJIOTAM).

OcHogHble cogembl no be3onacHoil pabome ¢ 31eKMPOHHBIMU OeHb2aAMU:
1. IlpuBsoku K cueTy MOOWJIBHBIM TesieOH. IDTO caMblii yZAOOHBINE U OBICTPBHIM crOCOD
BOCCTAHOBUTH JIOCTYI K cuery. [IpuBsA3aHHbIi TesleOH NOMOXKeT, ecau 3alyjienib CBOU
TUTATEXKHBIN TapOJIb WJIN 3a/IENTh HA CAUT C HE3HAKOMOTO YCTPOUCTBA;
2. Mcnonp3yit oiHOpa3oBble napostu. Ilocse mepexosia Ha YCUJIEHHYIO aBTOPU3AIUIO Tebe yxKe
He Oy/IeT yrpoKaTh OMMACHOCTh KPaXKU WJIM IlepexBaTa IJIaTeKHOT0 apoJis;
3. Beibepu cioxkHbIN maposib. IIpecTrymHukam OyzeT He MPOCTO yrajaTh CJIOXKHBIA IApOJIb.
HaniexxHble mapoyd — 3TO MapoJid, KOTOPBIE COJiep:KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B cebs
CTPOUHBIE U TPOMHCHBbIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TaKHe KaK 3HAaK J[0J1apa,
¢byHTa, BOCKIUIIATEeIbHBIN 3HAK U T.II. Hanmpumep, StROng!;;
4. He BBOZiU CBOM JIMUHBIE JIAaHHBIE HA cCaliTaX, KOTOPBIM He JJ0OBEPsEIIb.



AJIeKTPOHHAasA MovTa
DNeKmpoHHAas nouma — 3TO TEXHOJIOTHUS M IPEAOCTAaBJISIEMbIE €10 YCJIYTH IO IIePEChLIKE U
MIOJIYYEHHUIO BJIEKTPOHHBIX COOOIIEHUH, KOTOPHhIE PaCIPEAEsISIOTC B KOMITBIOTEPDHOU CETH.
OOBIYHO 3JIEKTPOHHBIN IIOYTOBBIN ANTAK BBITJIAUT CJIeIYIOIUM obpazom:
UMsI_II0JIb30BATENA@UMs_joMeHa. Takyke KpoMe Iepefjadu IIPOCTOTO TEKCTa, WMEETCs
BO3MOXKHOCTb TIEpe/IaBaTh amIbl.

OcHoeHble cogembl no 6e3onacHoll pabome ¢ 31eKMPOHHOL noumotl:
1. Hamo BBIOpaTh IpaBUIBHBIM NHOYTOBBIN cepBUC. B HHTepHETEe €CTh OTPOMHBIA BBIOOD
OecIJIaTHBIX MIOYTOBBIX CEPBUCOB, OHAKO JIYYIIlE IOBEPSTh Te€M, KOTO 3HAEIIb U KTO IEPBHIN B
pEUTHHTE;
2. He yxaspiBail B JWYHOH mouTe Jju4Hyl0 uHpopmanuio. Hampumep, sydiie BbIOpaTh
«MY3BIKaJIbHBIA_(haHaAT@ » WIN «POK2013» BMeCTO «TeMal3»;
3. Ucnosnp3yit ABYXSTAllHYI0 aBTOPU3AIHI0. DTO KO/ MOMUMO IapoJis HY?KHO BBOJIUTH KO,
npucbLIaeMblii mo SMS;
4. Bp16epu c103KHBIN MapoJib. [ KaK0ro IOUTOBOTO AIIUKA JOJIKEH OBITh CBOI HaJIeXKHBIH,
YCTOUUUBBIN K B3JIOMY I1apOJIb;
5. Ecam ectp BO3MOXKHOCTD HAIlMCAaTh CaMOMY CBOW JIMYHBIA BOIPOC, HCIOJIB3YU OTY
BO3MO>KHOCTb;
6. Vcnosp3yil HECKOJIBKO MOUTOBBIX ANTUKOB. I1epBblIil /11 YacTHOU MepenucKy ¢ afpecaTamu,
KOTOPBIM THI JIOBEPSIEIIb. ITO 3JEKTPOHHBIN aJipec He HAJI0 UCIIOJIb30BaTh IIPU PETUCTPAIIUU HA
dopymax u canrax;
7. He oTkpbIBail ¢ailnbl u ApyrHe BJIOKEHUs B MHChbMAax JaXke €CJIM OHU IPUIIIN OT TBOUX
npy3eii. Jlydiile yTOUHU y HUX, OTIIPABJIAIIN JIU OHU Tebe 3Tu daiiiibl;
8. ITocie okoHuaHUA pabOTHI Ha IMTOYTOBOM CepBUCE Iepe]l 3aKPhITHEM BKJIAJKU C CAUTOM He
3a0y/1b HAXKaTh Ha « BEIUTH».

Ku6epOy/L/ITMHT NJIN BUPTYaJIbHOE U3€BaTeIbCTBO

Kubepbynnuve — TmpecieoBaHUE COOOIEHUSMH, COJAEPKAIKUMU OCKOpOJIeHus,
arpeccuio, 3alyTUBaHUeE; XyJIUTAHCTBO; COIUATIbHOE OOUKOTHPOBAHUE C MIOMOIIBIO PA3JTMUHBIX
WHTEPHET-CEPBUCOB.

OcHosHble cogemul no 6opwvbe ¢ kubepbyaaruHzom:

1. He 6pocaiicsa B 60i. Jlyummuii crocob: MOCOBETOBAThCA KaK cebs BECTU U, €CJIM HET TOTO, K
KOMYy MOKHO OOpaTUThCS, TO BHAyajJe YCIOKOUTbCA. ECIM Thl HaYHENIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO eIlle OOJIbIIe Pa30KIKellb KOHMIIUKT;

2. YrpasJiaii cBoell kubeppelyTaruei;

3. AHOHUMHOCTH B ceTH MHUMasl. CyIIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouTt BecTH XyJIUTAaHCKUHM 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHeT (PUKCHUpYeT BCe TBOU
JIEUCTBUS U COXpaHAET UX. YAAIUTh UX Oy/IeT KpaliHe 3aTPyJHUTEIHHO;

5. Cobutroziaii cCBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyiéi emuHWYHBIA HeraTHUB. OJHOPa30BblE OCKOPOUTEJIbHBIE COOOIIEHUS JIydIlle
UrHOpUPOBaTh. OOBIYHO arpeccusi MpeKpaIaeTcs Ha Ha4aJIbHOH CTauu;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMU, B COIUAIBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKUPOBKH OTIIPABKU COOOIIEHUN C OTIPEIeJIEHHBIX aJ[PECOB;

8. Eciu ThI cBuzeTes kubepOysinHTa. TBOM AEHCTBUSA: BBHICTYIIUTH IIPOTUB ITPECIIeI0OBATEIIS,
MIOKAa3aTh €My, UTO €ro JeWCTBUS OIIEHWBAIOTCS HETaTUBHO, IOJJIEPXKATh KEPTBY, KOTOPOH
HY’KHa IMICUXOJIOTUYECKas TIOMOIIb, COOOIIUTH B3POCJIBIM O (paKTe arpecCUBHOTO TOBEJIEHUS B
CeTH.

Moo6uiibHbIH Tes1edOoH

CoBpeMeHHble cMapT(OHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POC/IBIN
(dyHKIIMOHA, W Teleph OHU MOTYT KOHKYPUPOBATh CO CTAllHOHAPHBIMU KOMIIBIOTEPAMHU.



OpHako, CpeICTB 3aIUTHI JJIsT TOAOOHBIX YCTPOHCTB ITOKA OYeHb MaJjio. TecTHpOBaHME U IMTOUCK
ySI3BUMOCTEA B HHUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak Ui ITK, To ke camoe KacaeTcs u
MOOMJIBHBIX TTPUJIOKEHUH.
CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IIPAKTHYECKH JIOTHAJIM HACTOJIbHbIE aHAJIOTH,
OJHAKO paciupeHre QYHKIMOHAIA BJIeYeT 3a COOOU OOJIBIITYIO CJIOKHOCTH W MEHBIIYIO
3alUIIEHHOCTb.
Jlajleko He Bce IPOU3BOAUTENU BBIIYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIHAE KPUTHYECKHE
YSI3BUMOCTH J|JIsl CBOUX YCTPOUCTB.

OcHosHble cogembl 019 be3onacHocmu Mobuw1bHO20 menedoHa:
1. Huuero He siBjisfieTcsl IO-HACTOSIEMY OecriaTHBIM. Byab ocCTOpOskeH, Belb Korga Tebe
IIpe/IyIararoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHUE-TO ILJIATHBIE YCIIYTH;
2. Jlyma#i, pekzie ueM OTIpaBuTh SMS, doro win Buseo. Thl TOUYHO 3HAEIIb, T/Ie OHU OyIyT B
KOHEYHOM UTOTEe?
3. Heob6xomumMo 0OHOBJISTH ONIEPAIIOHHYIO CHCTEMY TBOETO cCMapT¢OHa;
4. Vicioyib3yt aHTUBUPYCHBIE IIPOTPaMMBbI JIJIs MOOMJIBHBIX TeJ1e()OHOB;
5. He 3arpyxkail NpHIOKEHHs OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT COEPIKATh
BPEZIOHOCHOE ITPOTrPaMMHOe 00€ecIIeueHHE;
6. Ilocsie TOoro Kak ThI BBIHZENIb C caiTa, IZe BBOJAWI JIMUHYI0 HHGOPMAIIUIO, 3aUaUd B
HacTpoUKu Opaysepa U yaaiu cookies;
7. IlleproguuecKky MpOBEPSIH KaKKe IJIaTHbIE YCJIYTH AKTUBUPOBAHbI Ha TBOEM HOMEPE;
8. JlaBail cBOMl HOMep MOOWJIBHOrO TesedOHA TOJIBKO JIIOASAM, KOTOPBIX Thl 3HAENIb U KOMY
JTIOBepsielllb;
9. Bluetooth moykeH OBITH BBIKJIIOUEH, KOTZIa Thl UM He IOJIb3yellbcs. He 3a0bbiBail MHOTAA
IIPOBEPSTH 3TO.

Online urps1

CospemeHHble OHAQUIH-USPBLL - BTO KpacOUHble, 3axBaThIBAIOIINE pPa3BJIEUEHU,
00beINHAIONINE COTHU THICAY UeJIOBEK IO BceMy MUpY. VITPOKU HCCIEAYIOT IAaHHBIM UM MUD,
o0IIaTesA APYT € APYTOM, BBIIOJIHAIOT 33/JaHUSA, CPAXKAIOTCA C MOHCTPAMU U IOJIyYalOT OIBIT.
3a y/I0BOJILCTBHE OHU IUIATAT: MOKYHAIOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIU MPUOOPETAIOT
KaKHe-TO OIIIHU.

Bce 3Tu cpezcTBa MAYT Ha MOJI/lep:KaHUE U Pa3BUTHE UTPHI, a TaKKe HA caMy 0e3011acHOCTb:
COBEPIIIEHCTBYIOTCA CHCTEMbI aBTOPU3ALINH, BBIITyCKAIOTCS HOBbIe MaT4yu (11 pOBBIe 3aMIaTKU
JJIsl IPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTHU CEPBEPOB.

B 1mo/io6HBIX UTpax CTOUT OIACATHhCH HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPa)KU TBOETrO
1apoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPU3AIUU OOJIBIIMHCTBA UTD.

OcHogHble cosembl no be3onacHocmu meoezo U2po8o20 aKkKayHma:

1. Ecsin ipyroit urpok BezieT cebs1 IJIOXO0 WJIN CO37IaeT Tebe HeMPUATHOCTH, 3a0JIOKUPYU €ro B
CIIHICKE UTPOKOB;

2. [Moxkasnyiica aJIMUHHCTPATOpaM WrPhl HA IUIOXOE IIOBEJIEHHE 3TOT0 UTPOKa, >KeJIaTeJIbHO
MIPUJIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BUJle CKDUHOB;

3. He yxasspiBaii inuHyto nHpopMaIuo B npodaiisie Urpsl;

4. YBaxkail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBinBaii HeouIuaabHbIe TATYU U MOJIbI;

6. crionp3yii cy10KHBIE U pPa3HbIe [1apOJIy;

7. Jlaske BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTUBUpPYC. [IoKa ThI Urpaelb, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

@UIIVHT UJIH KPaxKa JUIHBIX JTAHHBIX
OObIUHOM Kpakell JeHer M JOKYMEHTOB CEro/Hs y:Ke HHUKOro He Y/JUBUIIb, HO C

Pa3BUTHUEM I/IHTepHeT-TeXHO]IOI‘I/II‘/JI 3JIOYMBIIIVIECHHUKHU II€EPpEMECTU/JINCb B HHTEPHET, U
IIPpOAOJIZKAIOT 3aHUMATbCA «JIFOOUMBIM » A€JIOM.



Tak mosBWJIach HOBas yrpo3a: HHTEPHET-MOIIEHHUYEeCTBAa WM (QUIIUHT, TJIaBHASA IeJIhb
KOTOPOTO COCTOUT B IOJyYeHUH KOHQPUAEHIHAJBHBIX JAHHBIX I0JIb30BaTeed — JIOTHHOB U
maposiei. Ha anrymiickoM s3eike phishing unrtaercs kak ¢umusr (ot fishing — pbiOHasI J10BJIA,
password — mapoJis).

OcHogHble cosembl no bopvbe ¢ puwuHaoM:
1. Crequ 3a cBouM akkayHTOM. Ecyii ThI 1TO/103pEBAEIIlb, YTO TBOSI aHKeTa ObLIa B3JIOMaHA, TO
HeoOX0MMO 3a0JIOKUPOBaTh €e W COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
CKOpee;
2. HMcnosp3yin Oe3omacHble BebO-CalThl, B TOM 4YHCJIE, WHTEPHET-Mara3uHoOB U ITOMCKOBBIX
CHUCTEM;
3. Hcnonb3ylt ciokHBIE U pas3Hble maposu. Takum obpa3oM, eciau Tebs B3JI0MAIOT, TO
3JIOYMBINIUIEHHUKH TIOJIYYaT AOCTYII TOJIBKO K OJTHOMY TBOEMY ITPO(]IIIIO B CETH, a He KO BCEM;
4. Ecmm Tebs B3joManv, TO HEOOXOAMMO WPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIeHBI Y T€OS B APY3bsiX, O TOM, UTO TeOS B3JIOMAJIN U, BO3MOXKHO, OT TBOETO UMEHH Oy/IeT
pacchLIaThCs ClaM U CChUIKU Ha (PUIIIMHTOBBIE CANTHI;
5. YcraHoBH HajleskHbIN n1aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJTIIOYH COXpaHEHHeE MapoJis B Opay3epe;
7. He oTkpbIBaél (paiiyibl U JIpyTHe BJIOKEHHSA B IMHChMaX JaKe €CJId OHU MPUIILIA OT TBOUX
npy3ei. Jlydiile yTOUYHH y HUX, OTIIPABJISLIIH JIM OHH Tebe 3TH (paiiiibl.

IMudpoBas pemyranusa

ITugposaa penymayusn - 3TO HETATUBHAA WX MO3UTUBHAA MHGpOpPMaNUsA B ceTU O Tebe.
Kommpomerupyromas nHdopManusa pa3MelleHHas B UHTEpHETe MOXKET Cepbe3HBIM 00pa3oM
OTPa3UThCS HAa TBOeH peasibHOU KU3HU. «IlnudpoBas pemyramnusa» - 3TO TBOH UMUK, KOTOPBIU
dopmupyeTtcs u3 nHbopMaruu o Tede B UHTEPHETE.
TBOe MeCTO KUTEJbCTBA, yueObl, TBOe (PMHAHCOBOE IOJIOXKEHUEe, OCOOEHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 5TO HAKATIJIUBAETCS B CETH.
MHorve HOJPOCTKU JIETKOMBICJIEHHO OTHOCATCA K IyOJIMKAalUM JIMYHOU WHOpManuu B
VHTepHeTe, He TOHUMAsA BO3MOKHBIX Hocjie/icTBUU. ThI TaXke He CMOXKeIllb JJOTAIaThCA O TOM,
yto ¢dororpadus, pas3MmenieHHas 5 JieT Ha33J, CTajla OPUUYUHON OTKa3a NPUHATH TeOsS Ha
pabory.
KomMmenTapuu, padmelnienue TBoux ¢pororpaduil u Apyrue AelcTBUA MOTYT HE UCUE3HYTH TaKe
II0CJIe TOTO, KaK Thl UX yAaIulIb. Thl He 3Haelllb, KTO COXPAHWI 3Ty UHMOpMAIHIO, TIoNasa JIN
OHa B IIOMCKOBBIE CHCTEMBI M COXpaHWJIACh JIM OHA, a IJIABHOE: YTO MOAyMalT O Tebe
OKpy:Karolllee JII0U, KOTOpble HAUAYT U YBUAAT 3T0. HaifTu nadopmaniio MHOTO JIET CIyCTs
CMOXKeT JII000H - Kak U3 J0OpbhIX MOOYXKJIeHUM, TaKk U ¢ HaMepeHHeM NMPUYUHUTH Bpea. ITO
MO2KeT OBITh KTO YTOZHO.

OcHogHble cogembl no 3awjume yug@dposoil penymayuu:
1. ITomymaii, mpexx/ie 4eM YTO-TO IIyOJIMKOBATh U IlepeiaBaTh y cebs B 6J10Te WM B COIMATBHON
CeTH;
2. B nacrpoiikax mpoduss YCTaHOBU OTpPaHUYEHUS HA MPOCMOTP TBOETro MpPOoduas U ero
COZIEP?KUMOTO, CJIeJIail ero TOJIBKO «JUJId JIpy3ei»;
3. He pasmemaii u He ykaspiBail nHMOpPMAIHIO, KOTOPas MOXKET KOT0-JIM00 OCKOPOJIATh WU
00OMKaTh.

ABTOpCKOE IIPpaBo

CoBpeMeHHble MIKOJBHUKU- AaKTHUBHBIE II0JIb30BaTeIU I[U(GPOBOTO IIPOCTPAHCTBA.
OnHako Jlajieko He Bce 3HAIOT, YTO MOJIb30BaHUE MHOTUMHU BO3MOXKHOCTAMU IUMPOBOTO MUpA
TpebyeT coOII0IeHNs IPaB Ha NHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepMUH «UHTEJ/UIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCA K PA3JIUYHBIM TBOPEHHUAM
YeJIOBEUECKOT0 YMa, HAaUMHAA C HOBBIX N300pETEHNN 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCJIyTHM, U 3aKaHYMBasg KHUTamMHu, ¢ororpadpusamu, KUHOPUIbMaAMU U
MY3BbIKQIbHBIMU ITPOU3BEAEHUAMU.

ABTOpCKHeE IIpaBa - 9TO IpaBa HA UHTEJUIEKTYIbHYIO COOCTBEHHOCTh HA IPOU3BE/IEHUSA
HayKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKUE IIpaBa BHICTYNAIOT B KaUecTBe TapaHTHU TOTO, YTO
VMHTEeJJIEKTYaJIbHBIN/TBOPUECKUN TPYZ, aBTOpa He OyAeT HAIpACcHBIM, JIACT €My CIIpaBe/IJINBbIE



BO3MOKHOCTH 3apaboTaTh Ha pe3yJIbTaTaX CBOEro TPY/a, HOJIYIUTh U3BECTHOCTh U IMPHU3HAHUE.
Huxkrto ©6e3 paspelreHHss aBTOpa He MOXeT BOCIPOU3BOAUTL €ro IPOU3BeEJIeHHE,
pacIpocTpaHsATh, MyOJIUYHO JIEMOHCTPUPOBATH, IIPO/IaBaTh, UMIIOPTUPOBATH, ITyCKATh B IIPOKAT,
IyOJIMYHO UCIOJIHATD, IOKA3bIBaTh/ UCHOJIHATD B 3(prpe Wiu pa3meniatsh B IHTepHeTe.

Ucnosp3oBaHUe «IIHPATCKOTO» IMPOTPAMMHOTO obecriedeHUs] MOXKeT IPHUBECTH K
MHOTUM PHUCKaM: OT IIOTEPU JIAHHBIX K TBOUM aKKayHTaM Ji0 GJIOKUPOBKHU TBOErO yCTPOMICTBA,
IJle YCTAaHOBJIEHHBIN He JjierajibHas mporpaMma. He crouT Takke 3a0bIBaTh, UYTO CYIIECTBYET
JlerasibHbIe U OecIIaTHBIE POTPAMMBI, KOTOPbIE MOKHO HAaUTH B CETH.

O nmoprane

Cemesuuok.pp - TBOU TIJIaBHBIH COBETUYMK B CeTU. 3JIeChb Thl MOXKEIb Yy3HATh O
0e30MMacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a IPY BO3HUKHOBEHUH KPUTUUYECKOU
CUTyallud OOpPATUTHCSA 32 COBETOM. A TaKKe IPUHSATHh yJacTHe B KOHKypCax M CTaTh CaMbIM
M POBHIM I'PAKIAHUHOM!
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